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MNOJOXEHHE
O BAIHIUTE NEPCOHAJIBHBIX JIAHHBIX
PABOTHHMUKOB MY 10 «I110»

1. O6mue noJ10KeHHs
1.1. Tlomoxenwe o 3ammre mnepcoHambHBIX JaHHBIX MVYIO «IJIO» (nanee
— PaGoromatens) pa3paboTaHo B COOTBeTCTBHM ¢ DenepanbHbIM 3aKOHOM  OT
27.07.2006 Ne 152-®3 y WHBIMH HOPMATHBHO-IIPABOBBIMHM aKTaMU B OOJIaCTH 3alLIUTHI
TIepCOHAIBHBIX JaHHBIX, IEUCTBYIOIUMH Ha TeppuTopuu Poccuu.
1.2. Ilens HacTosmero ITonoXeHHs — 3allWTa MEPCOHANBHBIX JAHHBIX PAOOTHHUKOB
MY 1O «L1JIO» oT HecaHKIIMOHUPOBAHHOI'O OCTYIIa ¥ pasrialleHus, MpeIoTBpalleHe
U BEHISIBJIEHHE HapyIlIeHWH 3akoHomarenbcTBa P®, ycTpaHeHHE IOCIEACTBUN TaKHX
HapyLIeHUM.
1.3. B uensx nacrosmero [lonoxenus:
. 1OJ1 TIEPCOHAIBHBIME JaHHbIME (nasee — [1]]) moHumaeTcs nobas uHGopManus,
IPSIMO MJTH KOCBEHHO OTHOCSIIASCS K CyOBEeKTY NIepCOHAIbHBIX JaHHBIX,

o moa yrpo3zamu Oe3omacHoctd [1J] moHMMaeTcs COBOKYIHOCTh YCIOBHH U
(bakTOpoB, CO3AAIOMIMX OMACHOCTh HECAHKIMOHUPOBAHHOIO, B TOM YHCIIE
CIIy4aiHOTO, NOCTYIa K NMepCOHAIBHBIM JaHHBIM, PE3YIBTATOM KOTOPOrO MOTYT
CTaTh YHUYTOXEHHE, U3MEHEHUE, 0JIOKUpOBaHHUE, KOIMPOBaHUE,
MpeoCcTaBleHne, PAaclpOCTPaHEHUE MEPCOHAIBHBIX JAaHHBIX, 4 TaKKe HHBIC
HelpaBOMepHbIe NeHCTBUS NpU UX 00paboTke B MH(POPMAIIMOHHON CHCTEME
MePCOHANBHBIX JaHHBIX;

e moa ypoBHeM 3amuiieHHocTd [IJ] moHMMaeTcs KOMIUIEKCHBIM IIOKasaTellb,
XapaKTepu3yIoluii  TpeGOBaHUs, WCIONHEHHEe KOTOpBIX oOecreunBaet
HEWTpaIU3alliIO OIpeieJIeHHbIX yrpo3 O6e3onacHocty I1)] mpu nx obpabotke B
MH(QOPMAIMOHHOU CUCTEME.

1.4. Hacrosimee ITonoxeHue 1 M3MEHEHHS K HEMY yTBepkaaroTcsi qupexropom MY J10
«IO0» ¢ yuetom MHeHHs ob1ero cobpanus pabotaukoB MY IO «L1JIO» u BBOAATCS
npuka3oM. Bce paOOTHHUKH IOJKHBI OBITH O3HAKOMIIEHBI IIOJ IOANHMCH C HaHHBIM
[TonoxeHrueM U U3MEHEHUSIMU K HEMY.

1.5. Hacrosiee [lonoxenue Bctynaet B cuimy ¢ 01.03.2023.

2. 3amuTa NepCcoHAJbHBIX JAHHBIX
2.1. PaboTonatens npuHUMaeT clieayrolie Mepsl o 3amure [1/1:



2.1.1. Ha3nauenue nuia, OTBETCTBEHHOTO 3a 00pabotky I/, koTopoe ocyiiecTBisieT
opranuzauuto o0padotku I/, BHyTpeHHHII KOHTPOJb 3a COOJIIOIEHUEM PaOOTHUKAMHU
TpeboBanui k 3amure [1/].

2.1.2. Pa3zpaboTKa MONUTHKYU B OTHOUIEHUU 00paboTku T1/].

2.1.3. YcranoBnenue npasui gocryna k I1/], obecneduenue peructpauuu U yyera BCex
NeUCTBUM, coBepiraeMbix ¢ T1/1.

2.1.4. VYcraHoBiNEHHWE HHIMBUAYAJIBHBIX IAPOJIEM JOCTyna COTPYOHUKOB B
MH(OPMAIMOHHYIO CUCTEMY B COOTBETCTBUHU C UX IPOU3BOICTBEHHBIMHU O0S3aHHOCTSIMHU.
2.1.5. AHTMBUpYCHOE IPOrpaMMHOE 00€CTIeYeHUE C PETYIIPHO OOHOBIIEMbIMU Oa3aMH.
2.1.6. ColOmroieHne yclioBHil, obecniednBaroMX coxpaHHocTh [1J] U uckiIrodaronmx
HECAHKIIMOHUPOBAHHBIN K HUM JOCTYIL.

2.1.7. O6napyxeHnue pakToB HECAHKIIMOHUPOBAHHOTO jgocTyna K [1/1.

2.1.8. Boccranosnenue I1J[, MoguduIIMpOBaHHBIX WM YHUUTOXKEHHBIX BCJICJICTBUE
HECAaHKIIMOHUPOBAHHOTO JIOCTYTA K HUM.

2.1.9. OOyyenue pabOTHUKOB, HEMOCPEJACTBEHHO OCYIIeCTBIsIIomUX o0pabdoTky I1]1,
NOJIO)KEHUSIM  3aKOHO/AaTenbcTBa P® 0 mepcoHaNbHBIX JaHHBIX, B TOM YHCIE
TpeOOBaHUSAM K 3allUTE TMEPCOHAIBHBIX JAaHHBIX, JOKYMEHTaM, OIpPEACISIONINM
nonutuky PaGoronarens B oTHomeHun o0padotku [1/], TokanbHbIM akTam Mo BOIpocam
00pabOTKU MEePCOHATBLHBIX TaHHBIX.

2.1.10. OcymiecTBiieHre BHYTPEHHETO KOHTPOJIS U ayauTa.

2.1.11. Ompenenenue Tumna yrpo3 0e€30MacHOCTH W ypoBHeW 3amuieHHocTH [1]],
KOTOpBIE XpaHATCS B MH(OOPMAIMOHHBIX CUCTEMaX.

2.2. YTpo3bl 3alIUIIEHHOCTH IEPCOHATBHBIX JaHHBIX.

2.2.1.  VYrpo3sl mepBoro THma. B cucTeMHOM  mporpaMMHOM  OOecCleYeHUU
UH(POPMAIIMOHHON CHUCTEMBI €CTh (PYHKIIMOHAJIbHBIE BO3MOXHOCTH MPOTPAMMHOIO
oOecrieueHusi, KOTOpbIE HE yKa3aHbl B OMUCAaHUU K HEMY JMOO HE OTBEYAIOT
XapaKTepUCTUKaM, KOTOpPbIE 3asBHJ TPOU3BOAUTENh. M 3TO MOTEHIHMATbHO MOXKET
IPUBECTH K HEITPABOMEPHOMY HCIOJIb30BAHUIO MTEPCOHANBHBIX TAHHBIX.

2.2.2. Yrpo3sl BToporo tuma. [loreHnnansHapie mpoOaeMbl ¢ MPUKIAAHBIM MPOTPAMMHBIM
o0ecrieueHueM — BHEIIHUMH MPOrpaMMaMH, KOTOPhIE YCTAaHOBIEHBI Ha KOMITbIOTEpAX
PaOOTHHKOB.

2.2.3. Yrpo3sl Tperbero tuna. IloTeHnnanbHON OMAaCHOCTH HU OT CUCTEMHOTO, HU OT
IIPOrPAMMHOTO 00ECIICYEHHS HET.

2.3. YpOBHU 3aIlIUIIICHHOCTH MTEPCOHANBHBIX TAHHBIX.

2.3.1. IlepBbiii ypoBeHb 3amuiieHHOCTH. Ecinu paboTonarens oTHEC HHMDOPMAITMOHHYIO
CUCTEMY K IIEpBOMY THUILYy YIPO3bl WM €CIM TUI Yrpo3bl BTOPOW, HO pabOTOJATEINb
oOpabatsiBaeT criennanabHbie kaTeropuu [1J] 6omnee 100 Toic. puznueckux auil 6e3 ydeTa
PaOOTHHUKOB.

2.3.2. BTtopoil ypoBeHb 3alllMIIEHHOCTU. Eciu TN yrpo3sl BTOpOW W pabOTOAATENb
oOpabatpiBaeT crenuanbHble Kateropuu [1J[ paOOTHHKOB BHE 3aBHCHMOCTH OT HX
KOJIM4YecTBa Win cnenuanbabie kateropuu [1J] menee wem 100 Thic. ¢pu3nUecKux IuII,
n o0eie apyrue kateropuu I[1]] 6omee wem 100 ThiCc. pu3MUECKUX JUI, WIH MPU
TPEThEM THUIIE YIPO3bl paboToaaTe b 00padaThiBaeT CIEIMAIbHBIC KATETOPUU JAHHBIX
6oisiee yuem 100 ThIC. PUBUYECKUX JIHII.

2.3.3. Tpetuil ypoBeHb 3alIUIIEHHOCTU. Eciu mpu BTOpOM TuIie Yyrpo3bl pab0oTOaTENb
obpabateiBaet oomue 111 pabotHrukoB minu menee yeM 100 ToIC. (U3UYECKUX JIUII, WU



MIpU TPEThEM THUIIE YTPO3bl paboTojaTesb oOpadaThiBaeT crennanbHbie kateropuu [1]]
paboTHUKOB Wi MeHee yeM 100 Thic. PU3NYECKUX UL, WIN PU TPETHEM THUIIE YTPO3bI
paboronarens obOpadarbiBaeT Ouomerpuueckue I1J[, mnu mpu TpeTbeM THIE YIPO3bI
pabotonarens oopadarsiBaeT obiue [1/] 6osnee uem 100 Thic. puznuecKkux Juil.
2.3.4. YerBepThlil YpOBEHb 3AILMINEHHOCTH. ECIM mNpH TPETBEM TUIE YIPO3BI
pabotonarens oOpadbaTeiBaeT Tojbko obmue I1J] paborHukoB win Mmeree yeM 100 Thic.
($u3HUECKUX JUII.
2.4. IIpu yeTBEpTOM YPOBHE 3aLIUIIIEHHOCTH MEPCOHANIBHBIX JAHHBIX Pa00TOAATENb:
o oOecreyuBaeT pexXUM O€30MACHOCTU IOMENIEHUI, B KOTOPBIX pa3MeEIlaeTe
UH(OPMALIMOHHYIO CUCTEMY;
« o0ecreynBaeT COXpaHHOCTh HOCUTENEH MH(pOpMAIIIH;
o YTBEpXKIAeT nepeyeHb pa0OTHUKOB, JOoMyIIeHHbIX A0 T1/];
e UCIOJIB3YET CpEeNCTBAa 3alUThl HWH(GOPMAIMU, KOTOPbIE MPOIUIA OLEHKY
COOTBETCTBHSI TPEOOBAHUSIM 3aKOHA B 00JacTH oOecnedyeHus 0e30MacHOCTU
uH(pOpMaIIH.

2.5. Ilpu  Tperbem ypoBHE  3amuiieHHOCTH  [IJ[ JOMONHUTENBHO K Mepawm,
nepeurciaeHHbiM B nyHKTe 2.4 Hacrosiuiero llonmoskenus, paboTonarenb Ha3zHAYAET
OTBETCTBEHHOT0 3a obecneuenue 6ezonacHoctu [1/] B uHpopMannonHoii cucreme.
2.6. Ilpu  BTOpOM ypoBHE  3amumieHHocTd  [IJ[ momonHUTENBHO K Mepawm,
nepeurciaeHHbiM B myHKTax 2.4, 2.5 mactosmero [lomoxenusi, paboTonaTenb
OTPaHUYMBAET JIOCTYN K AJIEKTPOHHOMY KypHalTy COOOIIEHUH, 3a UCKIIOYCHHEM
pabOTHUKOB, KOTOPHIM TaKH€ CBEICHUSI HEOOXOIUMBI JIJIsi PaOOTHI.
2.77. Ilpmu  nepBom ypoBHe  3amuineHHocTH  II/] momogHUTENBHO K MeEpawm,
NEepeurcIeHHbIM B MyHKTaX 2.4—2.6 Hactosmero [lonoxenus, pabotonarens:
o oOecreynBaeT AaBTOMATHYECKYI0 PETUCTPALMIO B AJIEKTPOHHOM SKypHale
0C30MMacCHOCTH  HW3MEHEHHS  IMOJTHOMOYMM  pPa0OTHUKOB IO JOMYCKY K
II]1 B cucreme;
e HA3HA4YaeT OTBETCTBEHHOrO 3a Oe3omacHocTh I1J[ B cucteme, mubO Bo3nmaraeT
TaKyr 00S3aHHOCTh Ha OIpe/IeIEHHOr0 paboTHHKA paboToaaTes.

2.8. B nensax 3amutel 111 Ha OyMa)kHBIX HOCUTENIAX pabOTOAATEINb:
¢ TIPUKA30M HAa3HAYAET OTBETCTBEHHOTO 3a 00paboTky I1/1;
e OrpPaHMWYMBACT JOMYCK B IIOMEIICHUS, TJ€ XPaHATCS JOKYMEHTBI, KOTOpBIC
coaepxat I1/] paboTHUKOB;
e XpaHWUT JOKYMEHTHI, coaeprkamue [1J] paboTHUKOB B mKadax, 3auparomuXxcs
Ha KJII0Y;
e XPaHUT TPYJOBbIC KHM)KKHA PAOOTHUKOB B celi(pe y creruanuicTa mo Kajapam.

2.9. B memsax oOecrneueHuss KOH(MHUICHIMATBLHOCTH TOKYMEHTHI, conaepxamme [1]]
pabOTHUKOB, O0QOPMIISIIOTCS, BEAYTCS M XPaHATCA TOJIBKO y CIEIHUAIUCTa MO Kaapam,
CHCIMAIIUCTa 10 OXpaHe Tpyda, MeTomucta (no bezonachocmu), nipencenarens I1K,
oyxrantepa MKV «I1b YO 3aBoackoro paiiona r. CapaToBay.

2.10. Cotpymnukm pabotomarens, gonymeHHble K [IJ[ paOOTHHKOB, MOIMHMCHIBAIOT
o0s13aTeNbcTBA O HEPA3IJIAIICHUHM MEPCOHANIBHBIX JIaHHBIX. B MpOTHBHOM cily4ae 10
00paboTtku [1]] paOOTHUKOB HE TOMYCKAIOTCH.



2.11. Jonmyck k mokyMeHTaM, coxaepxamum IIJ[ paOOTHUKOB, BHYTpH OpraHu3aiuu
OCYIIECTBIISIETCSI Ha OCHOBaHMM PernamenTta nomycka paOOTHHKOB K 00paboTke
MEPCOHABHBIX JaHHBIX.

2.12. Ilepemaua IIJI mo 3ampocam TpEeThbHX JHIL, €CIM Takas Mepegada NpsiIMO HE
MPEeIyCMOTPEHa 3aKOHOAATENbCTBOM P®, pomyckaeTrcs HCKIOYUTENBHO C COIJIACHS
paboTHUKA HAa 00PabOTKY €ro MepPCOHANIBHBIX JJAHHBIX B YACTH UX MPEIOCTABICHUS WU
corjacusi Ha paclpoCTpaHEHUE EPCOHATBHBIX JaHHBIX.

2.13. Tlepenaua undopmarnuu, coaepxariiei cegaenus o [1/1] pabotHukos, o Tenepony B
CBS3M C HEBO3MOXXHOCTbIO WACHTH(PUKALMK JIMLA, 3alpalliBaollero MHPOpMaluio,
3anpeniaeTcs.

3. "'apanTun KOHQUIEHUNATBHOCTH MEPCOHATbHBIX JAHHBIX
3.1. Bce paboTHUKM Opranusaiuu, ocyuecTsistone oopadotky I1/], o0s3aHbl XpaHUTh
TallHy 0 cBeAeHus X, conaepxkamux [1/1, B cootBercTBUM c [lonoxenuem, TpeOoOBaHUSIMU
3aKkoHoaTenbcTBa PO.
3.2. PabotHuk BmpaBe TpeOOBaTh MOJHYIO HH(DOPMAIMIO O CBOUX MEPCOHATBHBIX
JTAHHBIX, 00 UX 00pabOTKe, UCTIONB30BAHUH U XPAHEHUH.
3.3. JIuia, BUHOBHBIE B HApPYLIEHUH HOPM, PETYIHUPYIOUIUX MOIydeHHE, 00pabOTKy H
3amuty [1J] paOOTHUKOB, HECYT NUCUUILTMHAPHYIO, aIMUHUCTPATUBHYIO, TPAXKIaHCKO-
IIPABOBYIO WJIN YTOJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBUU C 3aKOHOJATEIIBCTBOM.



